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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirement in clause 5.9.2.2, clause 13.3.1 and clause 13.4.1 of TS 33.501, this contribution proposes to add security assurance requirements and the corresponding test cases to TS 33.518 to assure correct failure handling in case of discovery procedure.
4
Detailed proposal

*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"
[3]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
[XX]
3GPP TS 29.510: "Network Function Repository Services".
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

4.2.2.y 
NF discovery procedure
4.2.2.y.1
NF discovery authorization 

Requirement Name: NF discovery authorization handling 
Requirement Reference: TBA 

Requirement Description: 
"NRF shall be able to ensure that NF Discovery and registration requests are authorized. " as specified in TS 33.501, clause 5.9.2.1. 
"After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, as described in clause 4.17.4 of TS23.502 [8].In the roaming scenario, the NRF of the NF Service Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
If the NRF finds NF service consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message. "
as specified in TS 33.501, clause 13.3.1.
“The NRF authorizes the Nnrf_NFDiscovery_Request. Based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). If the expected NF instance(s) or NF service instance(s) are deployed in a certain network slice, NRF authorizes the discovery request according to the discovery configuration of the Network Slice, e.g. the expected NF instance(s) are only discoverable by the NF in the same network slice.”

as specified in TS 23.502, clause 4.17.4.
Threat References: TBA

Security Objective References: TBA
Editor’s Note: Security objectives and threat need to be added with reference to TR 33.926.
Test Case: 
Test Name: TC_DISC_AUTHORIZATION_NRF
Purpose:

Verify that the NRF does not provide the discovery service for the NF which is not authorized according to the policy of slice. 
Procedure and execution steps:

Pre-Conditions:
-
Test environment with NF1 may be simulated. 
-
The NRF is configured with policy of slice A, which requires that NF not belonging to the slice A could also not discover the NF of the slice A for discovery authorization. 

-
The NF1 belonging to slice B is connected in emulated/real network environment.
-
NF1 according to the policy is not authorized to discover the NF2/NF2 services of slice A.
-
NF1 is successfully authenticated with NRF.
Execution Steps

The NF1 sends Nnrf_NFDiscovery_Request to the NRF with the expected NF2/NF2 services. 
Expected Results:

the NRF returns a response with "403 Forbidden" status code, as specified in TS 29.510[XX].
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
*************** End of 1st Change ****************

